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Law Society AML Resources

The below Law Society resources can help you understand and comply
with your client identification and verification obligations.

Flowchart

Overview of the steps
required to comply with
ID/Verify Requirements

Glossary

Definitions for common
AML terms

Examples

Examples of appropriate
government-issued
photo ID and reliable
sources of information

EAQs

Over 100 Frequently
Asked Questions on
ID/Verify, source of
funds, and monitoring

File Forms

File Forms to record
steps taken to comply
with ID/Verify, source of
funds and monitoring
obligations

Precedent

Sample agreement for
using an agent to help
identify or verify the
identity of an individual

Worksheet

Worksheet to help spot
red flags of fraud and
other illegal conduct
and record due
diligence efforts

Case Studies

Case studies to learn
how to identify red flags
and what steps to take
when faced with a
possible fraud

Law Society
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Questions? Call the Practice Management Helpline
directly (416.947.3315) or book a time to speak to us

1-1



https://bookpmh.timetap.com/#/
https://lawsocietyontario.azureedge.net/media/lso/media/lawyers/practice-supports-resources/client-identification-and-verification-flowchart-en.pdf
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/anti-money-laundering-and-terrorist-financing/glossary-of-defined-terms
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/anti-money-laundering-and-terrorist-financing/examples-of-government-issued-photo-identification
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/anti-money-laundering-and-terrorist-financing/examples-of-reliable-sources-of-information-client
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/identification-and-verification/appendix-8%C2%A0%C2%A0%C2%A0%C2%A0questions-and-answers
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/anti-money-laundering-and-terrorist-financing/anti-money-laundering-file-forms
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/anti-money-laundering-and-terrorist-financing/using-an-agent-for-verification-of-identity
https://lawsocietyontario.azureedge.net/media/lso/media/lawyers/practice-supports-resources/red-flags-worksheet-en.pdf
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/anti-money-laundering-and-terrorist-financing/risk-assessment-case-studies-anti-money-laundering

8 Tips to Help Verify the
ldentity of an Individual

#1.

Does the client have an
Ontario driver's license?
If so, confirm its status
here.

#2.

Check if the person has
a neutral expression in
their photo ID as this is
usually a requirement

#3.

Look for differences in
the how the client's
name is spelled on the
ID

#4.

Check the signature on
the ID and see if it is
similar to your clients

#5.

Compare the photo on the
ID to the client and check

for noticeable differences
(e.g. facial features)

#6.

Check for inconsistencies
in the numbers and
letters (weight, font, and
colour) on the ID

#/.

Visit the AGCQO's website
for tips on checking photo
ID in-person

#8.

If verifying identity
virtually or viewing ID
from a different country
consider utilizing
authentication technology
to help detect fraud

Barreau
de I'Ontario

Law Society
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If you are a lawyer and suspect a fraud
call LawPRO at 1-800-410-1013



https://www.dlc.rus.mto.gov.on.ca/dlc/
https://www.agco.ca/responsible-service-tip-sheet-checking-id#in%20Order%20to%20Be%20Valid,%20Identification%20Must
https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/virtual-verification-of-client-identity#3-what-technologies-are-available-to-assist-licensees-in-authenticating-identification-documents--7
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Why AML Regulation Matters

* Money laundering is a serious and
Fraud is about much more than financial losses rapidly evolving problem in Canada

Fraud losses

Customer experience impact _ o
Fraud management * Fraudsters don’t discriminate — they
Compliance requirements ([ RG22
Damage o brand/reputation target everyone

Difficulty establishing trust with customers 23%

Resouroe commitment
Conversion rate impact

« Countering money laundering and

Auhorizaton rae impac being vigilant takes time, money,
None are significant concerns and resources
Fraud is E;..CI‘I:;JtI';"JC."I more than financial losses 451 RESEARCH, PART C'»:“Z&".-'JL-’JB.-‘-.Lr\’.&'iHE' ¢ BUt the Consequences Can be far
worst and way more expensive

Law Society Barreau
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Presenter Notes
Presentation Notes
Statistics/Sources:
Anti-money laundering (publicsafety.gc.ca)
Canadian Anti-Fraud Centre (antifraudcentre-centreantifraude.ca)
Identity theft rate in Canada | Statista
Unpacking The Overall Impact Of Fraud (forbes.com)


Let's Bust Some Common AML Myths



AML Myth #1 .

You must always have
copies of a client’s
government-issued photo
identification in your file.

Barreau .
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AML Myth #2

You are not required to
identify your client if they
don’t have photo ID or are
unhoused or unemployed.

Barreau ‘
de I'Ontario
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AML Myth #3

Real estate lawyers do
not need to verify their
client’s identity if the real
estate agent, mortgage
broker, or lender to the
transaction has already
taken these steps.

Barreau .
de I'Ontario
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AML Myth #5

Licensees must comply
with the monitoring
requirements during and
after the retainer is
complete.

Barreau .
de I'Ontario

Law Society
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https://www.peoplematters.in/article/technology/employee-monitoring-boost-to-productivity-or-threat-to-privacy-16210
https://creativecommons.org/licenses/by-nc-sa/3.0/

Get the Facts!

35+ Resources

« AML resources available here

 Additional resources:
— Cash and Money Laundering

— Red Flags for Fraud in Real
Estate Transactions

Law Society
of Ontario

Barreau 2-9
de I’'Ontario 9
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https://lso.ca/getdoc/ae5feb9d-aa0e-4f25-ac51-6652de61e5de/identification-and-verification
https://lso.ca/lawyers/practice-supports-and-resources/topics/managing-money/cash-and-money-laundering
https://lso.ca/lawyers/practice-supports-and-resources/practice-area/real-estate-law/fighting-real-estate-fraud%C2%A0lutter-contre-la-fraude/red-flags-for-fraud-in-real-estate-transactions
https://lso.ca/lawyers/practice-supports-and-resources/practice-area/real-estate-law/fighting-real-estate-fraud%C2%A0lutter-contre-la-fraude/red-flags-for-fraud-in-real-estate-transactions

So, what is required?

10



Know Your Client (KYC) Requirement

Licensees have always had KYC obligations

« Must make reasonable efforts to obtain information about the client to ascertain the
purpose and objectives of the retainer

/

WHY? To assess risk of facilitating fraud

Shall not knowingly assist in or encourage any dishonesty, fraud, crime or illegal conduct
or do or omit do anything that would assist, encourage or facilitate same.

See: - rr. 3.2-7 10 3.2-7.2; 1. 3.02(4) and (5)

Law Society Barreau 2-11
of Ontario de I’Ontario 11


https://lso.ca/about-lso/legislation-rules/rules-of-professional-conduct/complete-rules-of-professional-conduct
https://lso.ca/getdoc/6e6c6427-f371-4b52-b6f6-670bfc2af42f/complete-paralegal-rules-of-conduct

2-12

KYC Process

* What information do you need to obtain from the client to comply
with your KYC obligations?

Obtain basic

identifying

information

about client
Identification

Part IlI Unless

exemption
applies

Verify identity

of your client

and ask about
source of funds
Verification

Law Society Barreau
of Ontario de I'Ontario

12


https://lso.ca/about-lso/legislation-rules/by-laws/by-law-7-1

What steps do | take?

It depends on:

* Who your client is

 Whether the retainer requires
you to move funds or give
Instructions to do so

* Whether there are any red
flags or inconsistencies

Barreau
de I’'Ontario

Law Society
of Ontario
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|dentification Requirement

(ALL clients — limited exceptions)

Obtain basic identifying information (e.g., full name, business and home address and phone number, etc.)

Verification Requirement
(ONLY certain matters)

Ask questions about If matter is ongoing, periodically Confirm documents relied on are

, , authentic, valid, current and other
source of funds monitor for risks of fraud information used is valid and current

Verify identity of client

Recordkeeping Requirement

(ALL clients — limited exceptions)

Record all identification and verification information, source of funds inquiries, and how you complied
with monitoring requirement (if applicable)

Law Society Barreau
of Ontario de I'Ontario
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BUT...you may need to do more

‘- Clients ‘- Transaction
— cold contact — unusual structure or back-to-back
transactions

— no online presence

— large discrepancy between price and

— previous requests for services refused
actual value

— evasive or secretive :
— urgency or abandoned last minute

~ unable to meet in-person — litigation settles too quickly

— difficult to identify organizational structure
— changes instructions without reason, last minute M Source of Funds

— Amount of transaction not proportional

0 For more red flags, check out the Law Society’s o client's income

— High value transaction with no financing
— Funds from high-risk country

Law Society Barreau 2-15
of Ontario de I’Ontario 15


https://lawsocietyontario.azureedge.net/media/lso/media/lawyers/practice-supports-resources/red-flags-worksheet-en.pdf

If it doesn’t add up...

ALWAYS, ALWAYS TRUST

YOUR FIRST GUT INSTINCTS.

IF YOU FEEL SOMETHING'S
WRONG, IT USUALLY IS.

g == BN )

nnnnnnnnnnn

Law Society
of Ontario

Barreau

2-16 de I’Ontario

 Ask questions

 Still not satisfied? Ask more
questions and confirm information.

o Still seems off? Contact:
— Your liability insurer

16


https://lso.ca/lawyers/practice-supports-and-resources/practice-management-helpline#:%7E:text=Please%20call%20the%20Law%20Society%20at%20416-947-3315%20or,telephone%20within%20one%20business%20day%20in%20most%20cases.

More of Your Questions Answered

2-17 17
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Source of Funds: Scenario

Real estate lawyer retained by
married couple in a new home
purchase transaction.

Receives money retainer of $1,000
by Interac e-transfer from the
couple’s joint bank account.

Purchase agreement terms and
financing are approved; closing in 2
days.

Pursuant to agreement, client sends

wire transfer from savings account to
your trust account for $100,000.

Law Society Barreau
of Ontario de I'Ontario

Most Asked Questions:

What steps must licensees take
to comply with the source of
funds requirement?

How far must licensees
investigate the source of the
funds received, paid, or
transferred?

18
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What if...

Client tells you the $100,000 came
from their pooled employment
savings?

. The $100,000 came from a third party 1
by Interac e-transfer (e.g., a gift from
one of the client’s parents)?

If the clients provided $200,000
upfront in cash as a money retainer to
cover the cost of your legal fees and
the deposit?

Law Society | Barreau
of Ontario de I’'Ontario



4 Ways to Protect Yourself

1. Review and use our 35+ | aw Society resources

2. Subscribe to LawPRO’s Avoid A claim blog and review the Fraud
Fact Sheets

3. Visit ACGO'’s website for tips on checking photo identification

4. Verifying virtually? Authentication technology remains the best
practice and best defense:

« How much does it cost? It depends ($25 and up)

e How does it work? See: Payments Canada

* What products are available? See: DIACC Directory

Want more tlpS? Check out the infographic in the program materials

This Photo by Unknown Author is licensed under CC BY NC ND

Law Society Barreau
2-20 of Ontario de I'Ontario 20


https://lso.ca/getdoc/ae5feb9d-aa0e-4f25-ac51-6652de61e5de/identification-and-verification
https://avoidaclaim.com/avoidaclaim-blog/
https://www.practicepro.ca/practice-aids/cyber-dangers/
https://www.practicepro.ca/practice-aids/cyber-dangers/
https://www.agco.ca/responsible-service-tip-sheet-checking-id#in%20Order%20to%20Be%20Valid,%20Identification%20Must
https://payments.ca/ai-solutions-digital-id-verification-overview-machine-learning-ml-technologies-used-digital-id
https://diacc.ca/2021/05/03/directory-of-products-that-assess-identification-documents-and-verify-identity-version-2-0/
https://creoleindc.typepad.com/rantings_of_a_creole_prin/2013/02/tip-jar.html
https://creativecommons.org/licenses/by-nc-nd/3.0/

Still have questions?

v' Check out FAQs

v' Contact the Practice
Management Helpline

v’ Watch for upcoming CPD
Program



https://lso.ca/lawyers/practice-supports-and-resources/topics/the-lawyer-client-relationship/identification-and-verification/appendix-8%C2%A0%C2%A0%C2%A0%C2%A0questions-and-answers
https://lso.ca/lawyers/practice-supports-and-resources/practice-management-helpline
https://lso.ca/lawyers/practice-supports-and-resources/practice-management-helpline
https://store.lso.ca/cpd
https://store.lso.ca/cpd
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Thank You
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